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SINGLE SIGN-ON VS. ACTIVE
DIRECTORY

Overview

Entré has the capability to control users’ access to systems with single sign-on and Active Directory.

Single Sign-On (SSO) gives users the ability to log in to a system with one username and password
that grants access to multiple parts of the system. For example, a user management system at a retail
chain’s corporate HQ allows employees to sign into a computer, then uses an authentication token to
automatically sign them in to their email and programs.

Active Directory (AD) is a centralized user management feature included with Microsoft® operating
systems that allows system administrators to manage users on a Windows® domain. For example, a
college system administrator uses Active Directory to restrict access to specific network drives by
assigning students to a pre-defined student user group.

How Does Single Sign-On Relate to Active Directory?

Active Directory is often used as a source for user credentials, which allows Single Sign-On services to
integrate with systems already managing users with Active Directory. These integrations allow SSO to
use AD information to control access to non-Windows products like web applications.

How Entré Uses SSO

In Version 8.4.0 and higher, Entré supports using SSO to authenticate users for Entré and panel access.

To configure Single-Sign On for Entré, refer to the Entré Server Maintenance Guide (LT-3131),

Full Client
After the Entré full client is installed and a local Windows user is assigned an operator profile, the user
is automatically logged in to the full client with their Windows credentials. The user may perform the

functions allowed according to the operator profile assigned to them.

Web Client

Use PingFederate® or PingAccess® software from Ping Identity® to interact with Active Directory and
create a certificate based on predetermined program access. The Entré application server uses the
certificate sent from the Ping Identity server to allow users to log in to the web client without requiring
them to re-enter their credentials. The user may perform the functions allowed according to the operator

profile assigned to them.
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The following information is needed to configure SSO for the Entré web client:
» Assertion Attribute Mapping—The attribute in the IdP that is mapped to the Entré Operator’s login
username from the SAML Response’s Attribute Statement

» Strict—When checked, this option provides further validation of the SAML Response formatting for
high security implementations

» IdP Entity ID—The SSO Service Entity ID (URL) used for validation of the SAML Response
» IdP Redirect URL— The IdP-initiated SSO URL from the IdP

» Assertion Consumer Service URL— The URL for the SAML Response consuming service (Tomcat).
The default is http://[tomcat-web-server:port]l/dmp/entre-acs.

» SP Entity ID— The configurable entity ID for Entré, the Service Provider

For more information about Ping Identity SSO software, refer to PingFederate and PingAccess.

How Entré Uses AD

The Entré NOC Active Directory Service allows organizations to deactivate personnel accounts in Entré
for inactive users in the Active Directory. When personnel are disabled in the Active Directory, the Entré
Active Directory Service queries both the AD and Entré databases, compares the information, then

updates the appropriate table for that personnel record in Entré. The status of the associated personnel

account and their badges is changed to inactive in Entré.
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CONFIGURE ACTIVE DIRECTORY
FOR SECURE LDAP

The rest of the document walks you through setting up Secure LDAP over TKS 1.2 in Entré. Configuring
Active Directory (AD) requires the Entré technician to employ the assistance of the customer’s Active
Directory Engineer because Microsoft will not allow any wrong entries to be deleted from Active
Directory. These wrong entries may be labeled “defunct”.

Active Directory Explorer is a small utility provided by Microsoft to view and modify Active Directory. It
may be installed on the machine that is running the AD service or on a remote machine.

Warning: DMP Technical Support can assist with Entré’s Secure LDAP module, but they are not able
to support Active Directory. For Active Directory support, contact either the Active Directory
administrator, your local IT department, or Microsoft.

Get Recommended Tools

Microsoft Management Console with Active Directory Snap-ins
The Microsoft Management Console (MMC) Active Directory (AD) Schema Snap-In is required for adding

attributes and classes to the AD Schema and must be registered on the machine running the AD service.
ADSI Edit snap-in is required for adding a Container.

» https://www.technipages.com/active-directory-schema-snap-in

& Consale - [Console Root]

- X
@ File Action Wiew Favorites Window Help - & x
=m0
I Console Roat Marme Actions

There are no items to show in this view. Console Root -
More Actions »
Add or Remove Snap-ins x

You can select snap-ins for this console from those avalsble on your computer and configurs the selected sek of snap-ins. For
extensible snap-ins, you can corfigure which extensions are enabled

available snap-ins: Selected snap-ins;

Snap-n vendor A [ Console oot Edt Extonsions..,
| Active Directory Do...  Microsaft Cor... me :weﬂuw Schema —

[ Active Directory Sch... Microsoft Cor... ADS Edit

B Active [ active Directory Users and Con|

[

. Microsoft Cor. .
B Microsct Cor... Move Up
e Micrasaft Car...

2 npst Edt Microsaft Cor... TS Have B
[T nuthorization Manager Micresoft Cor. ..

] Certificate Templates  Microsoft Cor...
¥ Certificates Microsoft Cor...
il Cortification Authority ~ Microsoft Cor..
. Companent: Services  Micrasoft Cor...
{8 Computer Managem... Mierassft Cor...
™ Device Manager Microsoft Cor...

v < > Advanced.

Description:

Active Directory Users and Computers alows management of users, groups, organizational units, and all other AD DS objects.
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Active Directory OID Generator Script

An Object Identifier (OID) is required when creating new attributes or classes in the AD Schema. This
script must be executed on the machine running the AD service.

Add Attributes to Active Directory

1. Open the Active Directory Schema I AD=chemaSnapinConsole - [Conscle Root\Active Directory Scherma [WIN-51523HANURC. entressoocal[\s
management console snap-in. @ File Action View Favorites Window Help
e A Balca [ RNEY
2. Right-click the Attributes folder. | Console Root Name
v E A.cti\.re Directory Schema [WIN-3J523H4NURC. entresso.local] EaccountExpires
3. Se|eCt NeW > Attribute | Classes EaccountNameHistory

| Attribut
_| Attnibutes EaCSAggregateTokenR..

Create Card Number
1. Enter the Common Name: VXBadge-Card-Number.

Create Mew Attribute s

Create a New Attribute Object
Identification

This is case sensitive.

2. Enter the LDAP Display Name: VXBadge-Card- Commn Name: [ VXBadge Card Himber |

LDAP Display Name: |uXBadgeCardNumber |

Number. This is case sensitive.

Unique X500 Object ID: |9?3.49335.15??3.463?3.M?1524.52ﬂﬂ??&|
3. Enter the Unique X500 Object ID created by the Description: [Erire card rumber |

OID generator script.
Syntax and Range

4. Enter the Description for the attribute: Entré card Syntax: Unicode String i
number. Minimum: | |
Maximurm: | |

5. Select the Syntax: Unicode string.
[ Multi-Valued

6. Click OK. Cancel Help

Create Usercode

1. Enter the Common Name: vxUserCode. This is case sensitive.

2. Enter the LDAP Display Name: vxUserCode. This is case sensitive.

3. Enter the Unique X500 Object ID created by the OID generator script.
4. Enter the Description for the attribute: Entré Badge user code.

5. Select the Syntax: Unicode string.

6. Click OK.
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Create Usercode Profile

1. Enter the Common Name: vxUserCodeProfiles. This is case sensitive.

2. Enter the LDAP Display Name: vxUserCodeProfiles. This is case sensitive.
3. Enter the Unique X500 Object ID created by the OID generator script.
4. Enter the Description for the attribute: Entré user code profile names.

5. Select the Syntax: Unicode string.

6. Turn on Multi-valued.

7. Click OK.

Create Operator Profile

1. Enter the Common Name: vxOperatorProfiles. This is case sensitive.

2. Enter the LDAP Display Name: vxOperatorProfiles. This is case sensitive.
3. Enter the Unique X500 Object ID created by the OID generator script.
4. Enter the Description for the attribute: Entré operator profile names.

5. Select the Syntax: Unicode string.

6. Turn on Multi-valued.

7. Click OK.
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Add Badge Class to Active Directory

1.

N

o v o~ oW

10.

1.

12.

13.

Open the Active Directory Schema.

Right-click the Classes folder.

Select Create Class from the Action menu.

Enter the Common Name: vxPersonnelBadge. This is case sensitive.

Enter the LDAP Display Name: vxPersonnelBadge. This is case sensitive.

Enter the Unique X500 Object ID created by the OID generator script.

Enter the Description for the class: Entré badge.

Leave Parent Class blank.

Set Class Type to Structural.

Click Next.

Add Mandatory attributes: vxBadgeCardNumber and employeeNumber.

l%l Note: You could also use any other attribute for empl/oyeeNumber that uniquely identifies a

person in AD and is associated with Field Mapping.

Add additional attributes as necessary: vxUserCode and vxUsercodeProfiles.

Click Finish.

B ADschemaSnapinConsole - [Console RoathActive D
& File Action View Favorites Window Help
[ ARaNalBENETN Yo

% 10.4.2231 - Remote Deskiop Connection

EX Select Administrator: Windows PowerShell

I Console Root
v [, Active Directory Schema [WIN-3)523H4NURC entresso.local]
13 account
=12 aCSPolicy
¥z aCSResourceLimits
12 aCSSubnet
=72 addressBookContainer
512 addressTemplate
2 applicationEntity
12 applicationProcess
512 applicationSettings
pplicationSiteSettings
913 applicationVersion
=72 attributeSchema
512 bootableDevice
2 builtinDomain
12 categoryRegistration
512 certificationAuthority
512 classRegistration
913 classSchema
512 classStore
52 comConnectionPoint
52 computer
12 configuration
H1 connectionPoint
H13 contact

=73 controlisccessRight
2 country

2 cRLDistributionPoint
12 crossRef

512 crossRefContainer
2 device

2 dfsConfiguration
72 dHCPClass

512 displaySpecifier

2 displayTemplate

=2 dnsNode
51 dnsZone
* dnsZoneScope
3 dnsZoneScopeContainer
= document
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A~ || Name Type

=L account Structural
STaCsPolicy Structural
B aCSResourcelimits Structural
T aCSSubnet Structural
B[ addressBookContainer  Structural
T addressTemplate Structural
" applicationEntity Structural
L applicationProcess Structural
T applicationSettings Abstract

#[iapplicationSiteSettings  Abstract

. applicationVersion Structural

Identfication

O o
Q. [

1 |nh;§eanﬂypa

Class Type: Structural v
<Back Next > Cancel

STSCUTTgaTT St
L dHCPClass Structural
S displaySpecifier Structural
T displayTemplate Structural
S dMD Structural
T dnsNode Structural
B dnsZone Structural
#.dnsZoneScope Structural
®[2dnsZoneScopeContai... Structural
ST.document Structural

Status
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active
Active

X

(1)

®

Help
Active
Active
Active
Active
Active
Active
Active
Active
Active

Description
The account object clas.
ACS-Policy
ACS-Resource-Limits
ACS-Subnet
Address-Book-Container
Address-Template
Application-Entity
Application-Process
Application-Settings
Application-Site-Settings
Stores versioning inform...
Attribute-Schema

A device with boot para...
Builtin-Domain
Category-Registration
Certification-Authority
Class-Registration

Class-Schema

Class-Store
Com-Connection] Create New Schema Class
Computer
Configuration Mandatory:
Connection-Point] vXBadgeCardNumber
Contact
Container
Control-Access-Ri
Country

CRL-Distributi

lemployeeNumber ] Add

Remove

Cross-Ref
Cross-Ref-Contai
Device
Dfs-Configuration @
DHCP-Class

Display-Specifier

Optional

vxUserCode
vxUsercodeProfiles

Add

Remove

Display-Template
DMD
Dns-Nede

Dne-Zone < Back Finish

Cancel

Help

Azonescope of a zone 5.
Container for Dns Zone ..
The document obiect cl.




Edit User Class in Active Directory

Associate operator profile attribute with the existing user class.

1. Open the Active Directory e e OE:
1 Comole Rast Hame Tipe St Descrptien || Mo
schema management console ¢ 3 dctve Doy St IO Dt sy i . s .
i L= activy [T —— ey -
) }‘bs""';'"“ ::.mww-u T— Aty Farmeste-Sloruge-Sarvice.
- = Hebadent udP e Bt Actne Fasabtrinal-# erion L =
snap n. S thon Dlastoey hars snd Computers SR e e Aatit The FORTL 0P ot [repy— N
ST T Weatetnl At i Mo
STlsa Woshatnl rTey a5t
en Westeinl et Thi it bl dlirid
2. Open the Classes folder. g e oo
S epEntry .
e St ema o ®
3. Right-click the User class and SEchotitines
:m‘:’:; et 3 i ol
cimliomes —
. E dnsniminimeiont || [Fotioeame =
select Properties. st I —
ST mDoman st
BT mDomarlleg s
- T 3;:.".;3.-0
4. Open the Attributes tab. o E
ep—— e —
= | S
H A SR areConmns eel¥roer it
5. |If creating Entré operators “Curckarmomen.. || [0
[ T mmv-":
. T sarvice onnectionP ot :v“l"m_""
from the directory, add Furicstunce e -
S thademtecrunt
additional attributes as i st e
L utr rkbrdg waranl Actny Stk B
. B e ontanar P— Activy [P —
necessary: vxOperatorProfiles. e e do e
[ - e~ Acte e
ST T o Beaatnl e Tt C ot
ST Aoy Woatatnl Wty Suliihema
1 b dam i T
6. C||Ck OK ':::uou-— bvn‘:‘- m: v:m-m
Thypelibmiry Wostan At TrpeLibosy
L Dl A =8
B haere Posctarnt At b
PRIL, T T e Posctarnt Actre Ertre badge -
-
R Ma Actos Wies Feortm Windos  Map e
ww| nmiEoEs Em
! Comote Rt Harrar Tyre ot Detcrgmon = | mctionn
v R Aot Disectony Scherna [NOC_DCarmnscdl ap s, Shrectorsi At ooy Py = -
S ST omcisatfac g roctuns A Eamotebta Arogeent fr— R
.z m":‘:"" BT matataangarice_. Sanectensl e LI
5 e BT rimbtretuPerin Seetunl bt Fasacierinal Ferion L4 -
3 aa Than g Compriens LA ecaR St Aowr Thet RO oot 0 . Mose Artont 1)
S Al Serbimnl Ate B0 Marger
SLlrter Strechunsd Aot RSt
Bncom Stractunsl fcter The room object dess i
BT pctonkune: - e PR .
T el i Prepetes T o
:;‘: Gararsl Ralsiorabi. MEbubin Pl Securly
“TrpcPrifieEleme os
“Treciener -1 -
B ecberarElerret
B AL dinten | Mdaay
BT AL dmnnttoniy_
BT samDomsn
B wambomeniing
L e
e 7
::m' . FRCS12 ~|
securtyPrarpal o]
i [ty oo
L wrecpadmenntiston_ Ui SMMECIRRc
L ranaelln [ Cparetetian |
BL mreelonnemontont [oraeiecle v
BT o sinitancs
b LTV T PTE)
R [
ek Sechunal Lo Cie Lk
ST sitelinkridge Serectursl A Ste-Link Bradge
T st ontane Seroctursl At twn-Contaenen
*Trtenige pa——— Ay [r—
B st Saractual e ket
oy SRS Sratusl i ke Cortpra
i £ 2R Bretanl s Sebiihima
“Trer At Aoee Tep
BT tustedoman Strechusd A Trusked: Deeraen
L typellibrary Srctunl Acsie Tipe-Litrary
T Strectunsi At Uar
L volume Seracturl ictien Vohurma
@ 3 PLvfwncanilady  Sctnl ney Lntra bsdge ,.
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Add Badges Container to Active Directory

Similar to User objects, Badge objects must also have a container in AD.

1. Open the ADSI Edit snap-in. You can use either ADSI Edit or Active Directory Explorer. The steps may

vary depending on which program used. The steps shown here are for the ADSI Edit.

2. Connect using the Connection
Point.

3. Select a well-known naming

context.

4. Select the Domain Controller
node and choose New >

Object of class Container.

5. Set the common name to
CN=Badges.

6. Click OK.

H Consolel - [Consale Root\ADSI Edit\Default naming conted [MOC_DC entrenoclocal]
i File Action View Favorites Window Help
o M 6= HD

-1 Console Root Il Marne

Class Distinguished Name
- L
» Active Directory Schema [NOC_DC.entrenoc.lo | — .
& B y ! b .| DC=entrencc, DC=local domainDMN5 DCzentrenoc,DC=local
~ ? ADSI Edit
~ 5 Default naming context [NOC_DC.entrenoc
w7 = antranne M= lnral
Object... New >
Mew Window from Here
Rename
Refresh
Properties
Help
I
Create Object . Creste Object b
|
s o= Attribute: o
Syntax: Unicode Si
builtinDomain - =
dassStore -
computer Description:  Common-hame
contact
country
device
disConfiguration
domainDHS Valoe: [Eadoed
domainPokcy
friendiyCountry
group w
Arru OV i
< Back Cancel Help <Back Cancel Help
T Comunte’ - [Comiole RiselADS! ErDafanst maming oostent [NOC DX srtsner Jowal] \DCn emtsenes, D loen] - o x
@ i Acion Vers  frecrim Windos  Helg a2 =
s amETas Bm
|2 gomete bt Hame tlass [ ——— et
- m‘::"‘"‘f""""l"“-m SPTEPSEI | () ¢ Bacges contenes CHiaBedge B santranos D local B emirenes OCulocal -
<. ; € hin Bl busltinfiomun  CHaBusltin, B sntrencc, Dl kol A
~ [ Dkt caring cectint [MOC_OC emtrmse o bt re— EiaLompaten B¢ s snirenac, B local i e '
_ 1 e i wpoaion Oibaman oA Bmp DN
] Actien Dinacteny Usan and Computir . -
CHuFopgefiacurnPunsg_ sontsns  CHaFpregabenentyPrincys sl D0 snasngs DS stpcsl
1 CheKye ] e Kyt D = i, P = Bl
CHsLonnsFond Mk CHe LA S D eetrerest D il
CHaanaged Senvice Aot contsines  Chisbanagod Service et ousnty [ entrensse I sl
KT et el Cucte. CHa TS Ghuctin D nemtronce: D scal
ChinPragram Duts .- LT S——" Ly S— s
ChinSyabem e O Syst oo O memtrensse, D abeenl
TP Bevice e s TP Drvices D€ érars D atocal
Chlulars centaene LHia Lhan 003 entrenac, DC s le<al
(R L —————
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Add New Users and New Badges to Active Directory

Panel Users are added to Entré by creating User and Badge objects in Active Directory. When adding
existing AD users you can do a full import to bring all existing users into Entré. The User needs to be
created before the Badge in order for individual imports to work without performing a full import.

Note: Be sure Users and Badges are active when creating them in Active Directory in order for them
to be active in Entré.

Add New Users
1. Open Active Directory Explorer and connect to AD. You can use either ) EE:?EE;E | ChToM Devie
| CH=Prograrm Data | CH=Users
ADSI Edit or Active Directory Explorer. The steps may vary depending ) Horovt Drces Flctitose
| CNsUsees
on which program used. The steps shown here are for Active Directory 9 e
Explorer. Object L= >
MNew Window from Here
2. Right-click the Users Container and select New > Object of class user. e
Refresh
3. Set the common Name attribute. Propate
Help
4. Select More Attributes. .
Create Object X Create Object X Create Object X
Selecta dass: Attribute: L] Attribute: sAMAccountMName
rRASAdministrationConnectionPaint A S ety e LI
R nstratentictenary Description:  Common-Hame Description:  SAM-Account-Name
::F\rueclaAdmmistahoannt
serviceClass
serviceConnectionPaint
9 %:-::%:{:::;E Value: Isaac Newton| e Value: [ ewton] e
volume o
< Back Cancel Help < Back Cancel Help < Back Cancel Help

Set the SAM-Account-Name attribute.

5.
6. Set the givenName (first name) attribute.
7. Set the sn (last name) attribute.

8.

Set the employeeNumber attribute.

Note: This could instead be employeelD or another similar attribute as long as it uniquely identifies a
Person in AD and is associated to the Entré Property: Person.personldentifier.govtld in the Entré
Secure LDAP Server Field Mapping. Field Mapping will be described later in this document.

9. Click OK.

cn=lsaac Newton X | cn=lsaac Newton X | en=lsaac Newton x
Attibutes Attibutes Attibutes
Paih: Peth Ean
Class: user Class: user Class: user
Select which properties to view: | Optional ~ Select which properties to view: | Optional ~ Select which properties to view: | Optional ~
Select a property to view givenName v Select a property to view: sn ~ Select a property Lo yview: employeeNumber A
Attrbute Values Htribute Valuss Atribute Values
Syntax: [DirectoryString Syntax [DrectorySting | Syntax [DirectorySting |
Edt Atrbute 6 Edt Atrbute:[Nentonl Q it At [6730825]
Vauels) [not set> | Vaueph  [aotset> | Valuelsh [t set> |
e Cear Qear = =
Cancel Cancel o
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Add New Badges

1.

Open the ADSI Edit snap-in. You can use either ADSI

Edit or Active Directory Explorer. The steps may vary
depending on which program used. The steps shown here
are for the ADSI Edit.

Right-click the Badges Container and select New > Object
of class vxPersonnelBadge.

Set the common Name attribute value to
vxPersonnelBadge.

Set the vXBadgeCardNumber attribute.
This is the number on the prox card or a unigue number
not duplicated in the database.

Set the employeeNumber attribute.

Consolel - [Console Root\ADSI Edit\Default naming context [NOC_DC.entrenoc.local] \DC=ent
File Action View Favorites Window Help

o HEXE G B

| Console Root Name Class
E Active Directory Schema [MOC_DC.entrenoc.lo)
~ [ ADSI Edit
v Default naming context [NOC_DC.entrenac
w | DC=entrenoc,DC=local
| CM-Radnec
= CN Move
= N Mew Connection from Here
New > Object...
TN yiew >
o cn
‘J. MNew Window from Here
1 CN
e New Taskpad View...
= CN
I N Delete
= CN Rename
3 Refresh
Export List...
Properties
Help

This is the employee number assigned to the user created in the previous step.

Note: This could instead be employeelD or another similar attribute as long as it uniquely identifies a

Person in AD and is associated to the Entré Property Person.person/dentifier.govtid in the Entré

Secure LDAP Server Field Mapping. When Entré imports Badge objects from AD it uses this

attribute value to determine what Badges are assigned to a Person. Field Mapping will be described

later in this document.

Create Object X Create Object ¥ Create Object bd
Emndies Attrbute:  vXBadgeCardNumber Atribute:  employeeNumber
Syntax: Unicode String Syntax: Unicode String
rRASAdministrationDictionary ~
samServer -
seaet Description:  Entre card number Desription:  Employee-Number
serviceAdministrationPoint
serviceClass
serviceConnectionPaint
servicelnstance
storage
trustedDomain Value: [ aaes| value: [ s7k0gas1
user

volume

< Back Cancel

Cancel Help

ENTRE AD & LDAPS GUIDE

Help

Cancel Help



6. Select More Attributes.

7. Set the vxUserCode attribute. This is the code in the prox card or a unique code created for the

badge.

Create Object *

To complete the creation of this object. click Finish.

6 EEm

To set more attributes, click More Attributes.

< Back Finish Cancel Help

cn=vxPersonnelBadge
Attributes
Path:
Class: vxPersonBadge
Select which properties to view
Select a property to view:

Attribute Values
Syrtan:

Optional

adminDescrption

praxiedObjectName
proxyAddresses

" - queryPolicyBL
DirecloySling | - iproperty MetaData

replUp ToDateVector

Edt Arbute: [ |repsFom

Valueis):

repsTo
revision

<not set> sDRightsEffective

serverReferenceBL
showlnAdvancedViewOnly
siteObjectBL
structuralObjectClass
subRefs

subSchema Sub Entry
systemFlags

ur

USNChanged
uSNCreated
uSNDSALastObjRemoved
USNInterst

uSNLastObjRem
uSNSource

wxlUserCodeProfiles
whemPath
wellKnrwnOhisrts

x

cn=vxPersonnelBadge
Agtributes
Path
Class: vxPersonBadge
Select which properties to view: | Optional
Select a property to view vxUserCode 1

Attribute Values

Symibax; | DirectorySting

Edit Atribute: [56789

Value(s) |<rmt set>

Set

Clear

Cancel

8. Set the vxUsercodeProfiles attribute. This is the name of the user code profile found in Entré for the

panel that this badge will be sent to.

9. Add or remove as many profiles as needed for this badge by selecting Add or Remove.

10. Click OK.

1. Click Finish.

en=vxPersonnelBadge X

Attributes

Path

Class: vxPersonBadge

Select which properties to view: | Optional o
Select a property to view: wxUserCode 1 v
roxiedObject Name
Attribute: Values gmﬂddéssas .
. queryPalicyBL
S Directory String replProperty MetaData

replUp ToDateVectar
Edit Attribute repsFrom
repsTo

revision
56789 sDRightsEffective

serverReferenceBL
showlnAdvancedViewOnly
siteObjectBL
structuralObjectClass
subRefs
subSchemaSubEntry
systemFlags
urd
uSNChanged
uSNCreated
uSNDSALastObjRemoved Bl
USNintersite
uSNLastObjRem
uSNSource
vxUserCode
vxlserCodeProfiles
whemPath
wel KnownObjects
whenChanged
whenCreated

wW\WHomePage N

Valuels):

cn=vxPersonnelBadge

Attributes

Path

Class: vxPersonBadge

Select which properties to view

Select a property to view

Attribute Values

Optional

wxUserCodeProfiles1

Syntae:

|Diredury51n'ng

Edit Attribute |5554 Fleaner

Valuelg) <not set>
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Create Object

To complete the creation of this object, click Finish

To set more attibutes, click More Attributes
< Back Finish Cancel Help



SECURE LDAP INTEGRATION
INFORMATION

Standard Import Command
The Standard Import searches Active Directory for Personnel and Badge changes made since the
previous import. Those changes are then saved to Entré. Deleted personnel and badges are found in the

Active Directory deleted object container.

Full Import Command

The Full Import search procedure pulls all entries from an Active Directory folder. Discovered personnel
and badges are saved to Entré. Deleted personnel and badges are inferred by synchronizing the
directories entries with the previously imported records. A Full Import is recommended from time to
time, because entries can be moved to different folders or pruned from the deleted object container

before an import is run.

Update Direction Configuration

Each property integrated between Entré and Active Directory is given a contract. That contract defines

how the property is expected to receive updates.
The possible contracts are listed in the following table.

UPDATE DIRECTION DESCRIPTION KEYWORD

Pull the field from Active Directory on Import
All sources send updates Push the field to Active Directory on Export NONE

Automatically push changes to Active Directory

Never push changes for this field
The directory sends updates Always pull changes for this field DIRECTORY

Active Directory is expected to update this field

Always push changes for this field
The application sends updates Never push changes for this field APPLICATION

Active Directory should not update this field

Note: Microsoft AD is active/inactive since it does not have the mapping for Retired, On Leave, or

Terminated.

Integration does not allow for person, badge, or operator deletions.
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Import Troubleshooting
During an import, the Entré app server log may show the following warning after binding to the Secure

LDAP server, and no records will import:

[2022-02-24 15:21:30,912] INFO - DtLdapConnection - Connecting and binding to the Secure LDAP
server: 10.3.6.21:636 [2022-02-24 15:21:31,237] WARN - DtLdapIlmportRunnable - Unable to retrieve a

remote timestamp. Time drift related synchronization issues may occur.

By default, Entré touches the CN attribute of the binding DN to get the timestamp from the Secure
LDAP server. Depending on the client schema, Entré may not have rights to touch this specific attribute.
There may be another attribute in the binding DN that could be used. Contact Software Services for

assistance at SoftwareServices@dmp.com.
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CONFIGURE ENTRE FOR SECURE

LDAP

Initiate the Secure LDAP Server Setup

1. Ensure Entré license includes data transfer plugin key-value pairs.

2. Open the Hardware Tree.

3. |If the Data Transfer Driver is not listed in the Hardware Tree, right click on the Driver Manager and

select New Data Transfer Driver.

4. Right-click and select Start to bring the driver online.

5. Right-click driver and choose New LDAP Server.

Warning: DMP Technical Support can assist with Entré’s Secure LDAP module, but they are not able

to support Active Directory. For Active Directory support, contact either the Active Directory

administrator, your local IT department, or Microsoft.

Set Up the Server Information

Fill the fields with information for your organization.

FIELD NAME DESCRIPTION EXAMPLES
IP address The IP address where the Active Directory |10.10.10.10
service is running
Port The network communication port 636
Password The service login password AR A AR
Bind DN The Active Directory container which the This is not guaranteed to be the username:
service login has ownership of
CN=aduser,CN=Users,DC=example,DC=org
CN=AD_User,CN=Users,DC=example,DC=org
Schema DN The Active Directory container which CN=Schema,CN=Configuration,DC=example,DC=org

stores information about attributes and
classes

Schema Request
Filter

This specifies the conditions that must
be met for a record to be included in the
collection that results from a schema
query

(&(&(objectClass=attributeSchema)
(attributeSyntax=*))(!(isDefunct=TRUE)))

LDAP
Implementation

The identity management solution chosen
by the customer

Active Directory
Open LDAP
eDirectory

User DN

The Active Directory container which
stores User objects

CN=Users,DC=example,DC=org

User Request Filter

This specifies the conditions that must
be met for a record to be included in the
collection that results from a user query

(&(&(objectCategory=vx PersonnelBadge)
(vXBadgeCardNumber=*))(!(objectClass=vxDeleted
Object)))

Badge DN

The Active Directory container which
stores Badge objects

CN=Badges,DC=example,DC=org

Badge Request
Filter

This specifies the conditions that must
be met for a record to be included in the
collection that results from a badge query

(&(&(objectCategory=vxPersonnelBadge)
(vXBadgeCardNumber=*))(!(objectClass=vxDeleted
Object)))
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Example of Open LDAP:

2 Edit - LDAP Server X

] Save and Close ) Report

General

Location
Configuration
Properties

Import Poll Schedule
Field Mapping

Field Transformations
Audit Records
Recent Events
Device Commands

Configur ation

IP address

Port |

Password

Bind DN (Distinguished name) '
Schema DN (Distinguished name) '_
Schema Request Filter |

LDAP Implementation

User DN (Distinquished name)

User Request Filter

Badge DN (Distinguished name) |

Badge Request Filter

Timestamp Attnbute Name

UID Attribute Name |

Example of Active Directory:

| 10.3.6.210

636

cn=admin,dc=dc,dc=openldap,dc=local

cn=subschema

| (&(objectClass="))

| -
ou=People,dc=dc,dc=openidap,dc=local |

| (&(objectClass=person))

ou=DMPBadges,dc=dc,dc=openldap,dc=local

[(&(objectClass=Badgeciass))

modifyTimestamp ‘

uidNumber |
Use memberOf as Personnel Validity
Preview Changes

[€] Add - LDAP Server

|| Save and Close (=) Report

General

Location
Configuration
Properties

Import Poll Schedule
Field Mapping

Field Transformations
Audit Records
Recent Events
Device Commands

Configuration

IP address: | 255.255.255.255

Port: | 389

Password: | sessssssscss

Bind DN (Distingut: name): | cn=admin,cn=Users,dc=entrel DAP, dc=local

Schema DN (Distinguished name): | cn=schema,cn=configuration,dc= entrel DAP, de=local

Schema Request Filter: | (B(&(objectCl ibuteS )attributeS ) i(isDef TRUE))

LDAP Impk son: [Active Di y ~

User DN (Distinguished name): | cn=users, dc=entreLDAP, dc=local |

User Request Filter:

(&(B&(objectCategory=Person)(employeeNumber="))(!(objectClass=vxDeletedObject)))

dec=entrel DAP, dc=local

Badge DN (Distinguished name): | cn=badg

Badge Request Filter:

(&(B(objectCategory=vxPersonnelBadge)(vXBadgeCardNumber="))(!(objectClass=vxDeletedObject)))

Timestamp Attribute Name: | whenChanged ]

UID Attribute Name: | objectGUID ]

[ Use memberOf as Personnel Validity

Preview Changes
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Preview Changes

Preview Changes displays a list of high-level changes, focusing mainly on items that would be made
inactive or new records when an operator makes a change to the configuration. Records Made Inactive
(Incoming) refers to new badges and Existing refers to badges already in Entre.

Configure the Field Mapping
The Field Mapping control describes what Secure LDAP Directory data field ties to what Entré data
field. There is a minimum set of mapping definitions required to transfer Personnel and Badges between

Active Directory and Entré.

E Edit e
(=) Report...
General Field Mapping
Location [EF Add... g lmport.. pJ Export.
Cnnflgl_.lratlnn Data Transfer Attrib...  Entre Property Min Max Multi-Value  Update Direction
Properties
Import Poll Schedule sn Persen.personldentifier.name lastName 0 255 false All sources send updates
givenMame Person.personldentifier.name firstMame 0 255 false All sources send updates
Field Transformations employeeNumber Persen.personldentifier.govtld 0 255 false The directory sends updates
Audit Records vXBadgeCardMurmber Badge.cardNum 0 255 false The directory sends updates
Recent Events vxUserCode Badge.userCode 0 255 false All sources send updates
Device Commands sAMAccountName Person.username 0 255 false All sources send updates
vxOperatorProfiles Persen.privilegeAssignments 0 255 true All sources send updates
vxUsercodeProfiles Badge.privilegeAssignments 0 255 true All sources send updates

Map a Single Directory Attribute to Many Entre Properties
DMP does not recommend using the Application sends updates or All sources send updates directions.
This may cause unexpected results. DMP recommends The directory sends updates.

In Active Directory, users are either Active or Inactive. LDAP3 directories may be able to map an
employee status name such as Retired or On-Leave by using field mapping and field transformation
JavaScripts. See the screenshots for Import Transformation and Export Transformation. The Active
Directory attribute memberOf can be mapped to Person.privilegeAssignments for operator profile

assignment.

The Personnel ID, in Entré, is a unique number. This number is mapped to the Directory’s GUID. The
GUID is a required field in order for the LDAP integration to work with Entré. Changing this property
may result in a duplicate entry and not send a update to the Directory. Changing this property in the

Directory will send to Entré as a new user.

This integration does not support sending new personnel or badges from Entré to the Directory.
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Add Additional Mapping Definitions
1. TO add additional mapp|ng [€] £dd - Field Mapping [m] *®
definitions, select Add. e

Update Direction: | All sources send updates ~
2. Choose a desired update direction. mermutee Entre property
|ma\\ ‘ Search... |Ema\| | Search...
H i mail Person.contactinfo.emailAddresses[specifier= 0THERvalue
3' SeIeCt the LDAP AttrIbUte' |n thls mailAddress Person.contactinfo.emailAddresses[specifier=PRIMARY].value

otherMailbox

Person.contactinfo.emailAddresses[specifier=SECONDARY]value

example: Mail.

4. Select an Entré property value.
Example: Person.contactinfo.emailAd
dresses[specifier=PRIMARY].

5. Click Save and Close.

After another import/full import executes, the email address should appear in Entré:

Edit - Personnel Record O *
Save (§) Close (=] Report...
Photo Vital Contact

ID# || 85692672

Partition: ~
&4 Capture... ¥ Clear
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List of Mappable Entré Properties

By Badge:
NAME

Grant one Free APB Pass

PROPERTY
Badge.antiPassbackExempt

FIELD LIMITATIONS

1 or O (Checked or Unchecked)

Generic card format (Prox)

Badge.badgeCardFormat.name

64

Badge format Badge.badgeFormat.name 24
Badge type Badge.badgeType.name 32
Card#t Badge.cardNum 17
Comments Badge.comments 55
Facility code Badge.facilityCode 4
Hot stamp Badge.hotStamp 10
Issue code Badge.issueCode 8
Large card number Badge.largeCardNumber 1024
PIN Badge.pin 20
User Code Profiles Badge.privilegeAssignments 255
Site Badge.site.name 8
User code Badge.userCode 12
Effective Badge.wvalidity.timespan.effectiveDate 8
Expires Badge.wvalidity.timespan.expirationDate
Validity Badge.validity.type.name 32
Watch level Badge.watchlLevel.name 32
By Person:

NAME PROPERTY FIELD LIMITATIONS
Comments Person.comments 255
Home City Person.contactinfo.addresses[specifier=HOME].city 255
Home Country Person.contactinfo.addresses[specifier=HOME].country 255
Home Line 1 Person.contactinfo.addresses[specifier=HOME].linel 255
Home Line 2 Person.contactinfo.addresses[specifier=HOME].line2 255
Home Zip Person.contactinfo.addresses[specifier=HOME].postalCode 255
Home State Person.contactinfo.addresses[specifier=HOME].stateProvince | 255
Other City Person.contactinfo.addresses[specifier=OTHER].city 255
Other Country Person.contactIinfo.addresses[specifier=OTHER].country 255
Other Line 1 Person.contactIinfo.addresses[specifier=OTHER].linel 255
Other Line 2 Person.contactInfo.addresses[specifier=OTHER].line2 255
Other Zip Person.contactinfo.addresses[specifier=OTHER].postalCode 255
Other State Person.contactIinfo.addresses[specifier=OTHER].stateProvince | 255
Work City Person.contactinfo.addresses[specifier=WORK].city 255
Work Country Person.contactinfo.addresses[specifier=WORK].country 255
Work Line 1 Person.contactIinfo.addresses[specifier=WORK].linel 255
Work Line 2 Person.contactInfo.addresses[specifier=WORK].line2 255
Work Zip Person.contactinfo.addresses[specifier=WORK].postalCode 255
Work State Person.contactinfo.addresses[specifier=WORK].stateProvince | 255
Email Other Person.contactIinfo.emailAddresses[specifier=OTHER].value 255
Email Primary Person.contactinfo.emailAddresses[specifier=PRIMARY].value | 255
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NAME PROPERTY FIELD LIMITATIONS
Email Secondary Person.contactinfo.emailAddresses[specifier=SECONDARY]. 255
value
Phone Fax Person.contactinfo.phoneNumbers[specifier=FAX].value 255
Phone Home Person.contactinfo.phoneNumbers[specifier=HOME].value 255
Phone Mobile Person.contactIinfo.phoneNumbers[specifier=MOBILE].value 255
Phone Other Person.contactinfo.phoneNumbers[specifier=OTHER].value 255
Phone Work Person.contactIinfo.phoneNumbers[specifier=WORK].value 255

Grant one Free APB Pass

Person.credentials[primarylLdapBadge].antiPassbackExempt

1 or O (Checked or Unchecked)

Generic card format (Prox)

Person.credentials[primaryLdapBadge].badgeCardFormat.
name

32

Badge format Person.credentials[primaryLdapBadge].badgeFormat.name 24
Badge type Person.credentials[primarylLdapBadge].badgeType.name 32
Card# Person.credentials[primarylLdapBadge].cardNum 17
Comments Person.credentials[primaryLdapBadge].comments 255
Facility code Person.credentials[primarylLdapBadge].facilityCode 4
Hot stamp Person.credentials[primarylLdapBadge].hotStamp 10
Issue code Person.credentials[primaryLdapBadge].issueCode 8
Large card number Person.credentials[primaryLdapBadge].largeCardNumber 1024
PIN Person.credentials[primarylLdapBadge].pin 20
User Code Profiles Person.credentials[primaryLdapBadge].privilegeAssignments | 255
Site Person.credentials[primarylLdapBadge].site.name 8
User code Person.credentials[primaryLdapBadge].userCode 12
Effective Person.credentials[primaryLdapBadge].validity.timespan. 8
effectiveDate
Expires Person.credentials[primaryLdapBadge].validity.timespan. 8
expirationDate
Validity Person.credentials[primarylLdapBadge].validity.type.name 32
Watch level Person.credentials[primaryLdapBadge].watchLevel.name 32
Date of birth Person.personldentifier.DOB
Date of hire Person.personldentifier.DOH 8
Department Person.personldentifier.department.name 8
Employee # Person.personldentifier.employeeNumber 40
Status Person.personldentifier.employeeStatus.active 32
Personnel type Person.personldentifier.employeeType.name 32
ID# Person.personldentifier.govtld 64
SSN / FIN / ID# Person.personldentifier.govtidSpecifier.name 32
First name Person.personldentifier.name.firstName 30
Last name Person.personldentifier.name.lastName 50
Middle name Person.personldentifier.name.middleName 30
Suffix Person.personldentifier.name.nameSuffix 15
Title Person.personldentifier.name.nameTitle 15
Nickname Person.personldentifier.name.nickname 30
Nationality Person.personldentifier.nationality.name 255

ENTRE AD & LDAPS GUIDE




NAME PROPERTY FIELD LIMITATIONS

Organization Person.personldentifier.organization.name 8

Date of termination Person.personldentifier.terminationDate 8

Title in organization Person.personldentifier.titleinOrg 200

User ID Person.personldentifier.userld 32

Photo Person.primaryldPhoto.image.data 24

Signature Person.primaryldSignature.image.data 24

Profiles Person.privilegeAssignments 255

Partition Person.region.name 55

Username Person.username 64
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Configure the Field Transformations

Use the Field Transformations tool to map custom personnel and badge fields. Create custom fields that

pull from attributes found in Field Mapping.
The following is an example for Person Identifier scripts:

var employeeStatus = data.get(‘Person.personldentifier.employeeStatus.name’);

switch (employeeStatus)

{
case ‘1
data.put(‘Person.personldentifier.employeeStatus.name’,’Inactive’); break;
case ‘2%
data.put(‘Person.personldentifier.employeeStatus.name’,’On Leave’); break;
case ‘3’:
data.put(‘Person.personldentifier.employeeStatus.name’,’Retired’); break;
case ‘4"
data.put(‘Person.personldentifier.employeeStatus.name’, Terminated’); break;
case ‘5"
data.put(‘Person.personldentifier.employeeStatus.name’,’Active’); break;
¥
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Hardware - Tree - Ent

File Edit Navigation Monitoring Management Configuration Advanced Window Help

PEt. EA v Dbl v FVew - e - iEpot. O Commands v CQserch v| |

v App Server ST
v 3 Driver Manager localhost - localhost [Started]
§3% Automation Driver - localhost [Started]

LICENSE EXPIRES ON: 1/20,

> DMP Driver - localhost [Started] Status: Online
v i3 Data Transfer Driver - localhost [Started] Name: entreadfs
[ entreadfs - 10.4.2.243 [Online] Type: LDAP Server
404 Historical Events Driver - localhost [Started] Model: Server Model LDAP

> [ Workstations

ICES

Save and Close (& Report...

General [€] Add - Field Transform 0oox
Location

Configuration
Properties
Import Poll Schedule Entre property Type | No operation v

[&] Save and Close
rameter 2

Field Mapping |person.personide || search...

Field
: Person.personidentifier.DOB ~

bl imcits person;erscnldentiﬁer.DOH

Recent Events Personp i name

Device C Person.personidentif

Person. Identifi I active

Person.personidentifier.employeeType.name

Per

Direction | Import v

= e Nlale

- Field Tr

Save and Close

Entre property Type | Javascript 2

Search

Direction |Import v

Person.personExtensions.value31 R P .. ~ detaget(P 0
Person.personExtensions.value32 g 7
Person.personExtensions.value33
Person. personExtensions.value34 ¢
Person.personExtensions.value3s s
Person.personExtensions.value3t st put(P ‘Inactive’); break:
Person. personExtensions.value37 b : Z
Person.personExtensions.value3s ot put(P P 1 'On Leave): break:
garsun parsongtansmn;.va:ujg e . g
erson.personExtensions.valu ’ - . .
Person‘zersw\Extens\ons.va\uefw S bl
Person.personExtensions.valued1 : g ;- .
Parson‘;arsonExtansmns.va\ue‘iZ S, R
Person.personExtensions.valued3 S 7 ;
Person zarmnmamons.uamm e el
Person.personExtensions.valued3
Person.personExtensions.valueds
Person. personExtensions.valued7
Person.personExtensions.valued3
Person.personExtensions.valued9
Person. personExtensions.values.
Person.personExtensions.values0
Person.personExtensions.values]
Person. personExtensions.value52
Person.personExtensions.value53
Person.personExtensions.valuedd
Person. personExtensions.value53
Person.personExtensions.valuest
Person.personExtensions.values7
Person. personExtensions.value53
Person.personExtensions.valuesg
Person. personExtensions.values.
Person.personExtensions.valueT
Person.personExtensions.valusd
Person. personExtensions.valued
Person.personldentifier, DOB
Person.personldentifier, DOH
Person.personldentifier. department.name
Person.person|dentifier.emplayeeNumber
Person.person|dentifier. employeeStatus.active
b

switch (employeeStatus)

Person.personldentifier.employeeType.name
Person.personldentifier.name firstName
Person.personidentifier.name.lastName

Save and Close

Entre property Type | Javascript 5

Search...

Direction | Export -

Person.personExtensions.value31 A i
Person.personExtensions.value32
Person.personExtensions.value33
Person.personExtensions.value34 ¢
Person.personExtensions.valueds
Person.personExtensions.value3s data,putCPerson
Person.personExtensions.value3? e e
Person.personExtensions.value3 ot patlpe ; 2% breake
Person.personExtensions.value39 e Redired o
Person.personExtensions.valued it T
Person.personExtensions.valuedd Wl e
Person.personExtensions.valued] i —
Person.personEstensions.valued? Wiy Lt
Person.personExtensions.valued3 datapoilP o ek
Person.personExtensions.valued4 d i
Person.personExtensions.valueds
Person.personExtensions.valueds
Person.personExtensions.valued?
Person.personExtensions.valuedd
Person.personExtensions.valuedd
Person.personExtensions.values
Person.personEctensions.values0
Person.personExtensions.values!
Person.personExtensions.values2
Person.personExtensions.values3
Person.personExtensions.values4
Person.personExtensions.value35
Person.personExtensions.valuesé
Person.personExtensions.values7
Person.personExtensions.valuess
Person.personExtensions.valuesd
Person.personExtensions.valueb
Person.personExtensions.valuel
Person.personExtensions.valued
Person.personExtensions.valued
Person.personldentifier.D0B
Person.personldentifier.DOH
Person.personldentifier.department.name
Person.personldentifier.employeeNumber
Person.person|dentifier.er eeStatus.active
nplo
Person.personidentifier.employeeType.name
Person.personldentifier.name firstName

var = data.get(Person. name);
switch (employesStatus)

case Inactive’;
break;
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AUTOMATE SECURE LDAP IMPORT
AND EXPORT

Import Automation
Set Up Import Schedules

The wizard defaults to a regular import interval of every 10 seconds. It is recommended to extend this

interval to limit excessive calls to Active Directory and free resources of Entré.

Schedule the Full Import Command

A full import can be scheduled using an automation rule.
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POTENTIAL ISSUES AND
RESOLUTIONS FOR SECURE LDAP

Some Changes in Entré Do Not Make it to Active Directory

Modifying an entry in Active Directory and modifying the related record in Entré can cause
synchronization issues. Entré queues up a set of changes to send out. Though if a change is imported
from Active Directory on the same field, the data from Active Directory will overwrite the exported

change.
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LDAP SERVER PROPERTIES

(2 Add - LDAP Server

[5] Save and Close (5 Report

General Properties
Location

Allow deletion of Entre objects
Configuration

Allow deletion of LDAP objects
Properties

Allow deletion of Entre objects

Allow deletion of Entré objects allows during import for Entré objects to be deleted when an object in
LDAP is deleted.

Allow deletion of LDAP objects

Allow deletion of LDAP objects allows during export for LDAP objects to be deleted when an object in

Entré is deleted.

Note: Allow deletion of LDAP objects is not recommended as exporting to LDAP is currently not

supported by Entré.

ENTRE AD & LDAPS GUIDE 25



SYSTEM CONFIGURATION —
DATA TRANSFER

Change processing tasks (max)

Change the max number for the buffer when processing LDAP Imports.

Change processing batch size (max)

Change the max read count when processing LDAP Imports.

Halt import at number of changes

Set the max number of import changes, specifically new records or records going inactive, before the

LDAP Server pauses the import in Entré to allow the user to fix the reason for halt.

Number of LDAP Retries

Number of times Entré will attempt to reach out to the LDAP server.

Acceptable error margin for LDAP import

The max difference between the halt number and the actual number of changes. This is between when

we calculate the expected number of changes and the actual number of changes that are acceptable.

Disable User Request Filter
Disables the User Request Filter field in the LDAP Server Configuration.

Enable Dynamic Memberof Group Fetching
Enabled the Dynamic Memberof Group for the User Request Filter field in LDAP Server Configuration.

See Dynamic MemberOf Group Fetching section for more information.
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DYNAMIC MEMBEROF GROUP
FETCHING

Dynamic MemberOf Group Fetching

The dynamic memberOf group fetching feature enables Entré to reach out to Active Directory to
retrieve memberOf groups to be selectable in a list format. The user can check and uncheck to select
the memberOf groups desired to be imported, and the User Request Filter will be formatted for the user.

How to set up the Dynamic MemberOf Group Fetching

Complete the following steps:

1. Navigate to Configuration > System Configuration.
2. Select Data Transfer.

3. Check the box for Enable Dynamic Memberof Group Fetching.

4. Select Save.

El Note: After making a change to the System Configuration, log out and log back into Entré to see

changes take effect.

* Configuration

[ calendars

System Configuration - Entri: - LICENSE EXPIRES ON: 12/31/2030

Eentré ~

@ Key Fobs

Duta Traraler

(6] Panel o Organizations Evants/Alsrms
s/ Ala
Schedules © pPersonnel - Change processing tasks (max) | 100
"
o gg:::jaurlzs . g:fl;!;mc Badges Change processing batch size (max) | 10(
B Audit Trail Logins Halt import at number of changes| 0
Operator - . .
: Profiles Reper FRomOrD Pasey Number of LDAP retries| 5

%, Operators
# Map Editor

» Quick Launch

Software SN
Editor - Byl PIN Generator
. Software . Operator Card # Generator
@ Licenses - Profiles Password Generator
Partitions %, Operators Support Contact
Software # Map Editor Badge Designer
Licenses - B ‘S;:cl: LA(NE Badge Printing
Warkstations Image Processing
_ Software Q¢ Froceasing
. Automation i I';Iﬂ.cns-t:s - Miscellaneous
artitions:
Rules Temp, Badge Wizard
. Software
& Event Policies Llce:ses . General UL
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Figure 1: Example of LDAP Server window with the new Add/Remove Group button.

This example shows the LDAP Server window when the Dynamic Memberof Group Fetching is enabled

for the User Request Filter.
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Figure 2: New Dynamic Memberof Group Fetching window.

The following example is the new Dynamic Memberof Group Fetching window where the user can search
for the Memberof Group in the search bar and use checkboxes to select which Memberof Groups to be

imported.
 Select Memberof Groups (0) D)
Search term(s):

Search Results Select All

Selected Groups

OK Cancel
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